SHAIK MOHAMMAD ASIF
IT Infrastructure & Systems Administrator  |  Network & Virtualization Engineer  |  ITSM Specialist
Riyadh, KSA  |  +966 571 786 846  |  asifshaik1006@gmail.com  |  linkedin.com/in/smdasif  |  smdasif.com
Transferable Iqama | Available for Immediate Joining
PROFESSIONAL SUMMARY
Experienced IT Infrastructure & Systems Administrator with over six years of hands‑on experience designing, deploying, and operating enterprise infrastructure across multi‑site environments in India and Saudi Arabia. Expertise includes VMware vSphere/ESXi/vCenter, enterprise DNS architecture, SAN/NAS and VMware datastore management, Active Directory, Windows Server 2012–2022, Microsoft 365/Intune/SCCM, and LAN/WAN networking. Proven record of delivering high availability, rapid incident resolution, and measurable SLA compliance. CCNA certified and ITIL v4 aligned, Available for immediate deployment and adaptable to extended shifts and project cutovers.
CORE COMPETENCIES
Virtualization & Storage: VMware ESXi, vSphere, vCenter, vMotion, DRS, HA, Hyper-V, SAN/NAS/DAS, VMFS/NFS Datastores, RAID
Networking & DNS: Windows DNS (Forward/Reverse/Split-Brain), DHCP, TCP/IP, LAN/WAN, VLANs, VPN, Cisco Switches/Routers, Wi-Fi
Active Directory & Identity: AD DS, Group Policy (GPO), OU Design, RBAC, Azure AD/Entra ID, Conditional Access, MFA
Microsoft 365 & Endpoint: Exchange Online, Teams, SharePoint, Intune (MDM/MAM), SCCM/ConfigMgr, BitLocker, Windows Autopilot
ITIL & Service Delivery: Incident, Problem & Change Management, SLA Compliance, Service Desk Operations, Root-Cause Analysis, POS Rollout & Troubleshooting
Smart Home & ELV: KNX Lighting Control, CCTV (IP/DVR/NVR), Access Control, Smart Locks, Structured Cabling, PoE Switches, Wi-Fi Access points, IP Telephony. Programmed and integrated KNX lighting-control systems, smart locks, intercoms, and touchscreen panels, delivering a fully automated building management solution.
Infrastructure & Hardware: Data Center Operations, Site Build-Out, Server Room Design, Capacity Planning, Compute Provisioning, Windows Server, Linux, Azure, AWS, Servers, UPS, Printers, POS Terminals & Troubleshooting
PROFESSIONAL EXPERIENCE
IT Operations Administrator  |  ARAK Lighting
Riyadh, Saudi Arabia  |  Jan 2025 - Present
Spearheaded end-to-end enterprise IT infrastructure design and deployment - structured cabling, PoE switches, Wi-Fi, IP telephony, and server room build-out - delivering fully operational multi-site environments on schedule.
Administered VMware ESXi/vSphere and KVM virtual machine environments: provisioned VMs, managed snapshots/cloning/OVF templates, and optimized compute resource allocation ensuring continuous service availability.
Designed and maintained Windows DNS infrastructure (forward/reverse zones, conditional forwarders) and LAN/WAN networks including VPN tunnels and VLANs, achieving 99%+ uptime.
Led Microsoft 365 migrations and tenant governance across Mac and Windows ecosystems; hardened on-prem Active Directory, DNS, and endpoint security; extended cloud governance to Azure AD/Entra ID and configured AWS-hosted services for high-net-worth client environments.
Managed multi-camera CCTV systems, NetApp NAS and VMware datastore provisioning, OS patching on Windows Server and Linux (Ubuntu), preventive maintenance, and remote end-user support via service desk ticket workflows to sustain infrastructure health.

IT Systems Administrator  |  HIKAE IT Pvt Ltd - State Bank of India (42+ Branches)
Hyderabad, India  |  Jun 2021 - Aug 2024
Managed VMware vSphere/ESXi across multiple hosts - configured vCenter, vMotion for zero-downtime migrations, DRS, HA clustering, snapshots, and cloning pipelines; evaluated for infrastructure modernization and administered Windows Server/Linux compute nodes within vCenter-managed clusters.
Designed enterprise DNS architecture with split-brain DNS, conditional forwarders, and replication health checks, eliminating name-resolution issues across 42+ branches.
Administered Dell EMC and NetApp SAN/NAS storage arrays - managed VMFS/NFS datastores, LUN allocation, storage capacity/I/O monitoring, and backup retention policies, achieving zero data-loss across all sites.
Led a 24/7 Service Desk team managing full ticket lifecycle; achieved >95% first-call resolution and consistent SLA compliance for 1,000+ users across 42 branches.
Administered AD DS, Exchange Server, and M365 - managing OUs, GPOs, shared mailboxes, and permissions for 1,000+ users; deployed MDM/MAM via Intune and SCCM/ConfigMgr; extended identity management to Azure AD (Entra ID) and AWS IAM for hybrid cloud workloads.
Led POS rollouts, troubleshooting, and back-office imaging across branches - coordinated after-hours deployment, diagnosed and resolved POS hardware/software faults, configured printers/EDC terminals, and executed post-cutover verification minimizing store downtime.
Reduced recurring network incidents by 40% through root-cause analysis aligned with ITIL Problem Management.
System Engineer (L1/L2 Support)  |  Kommineni Infotech - Telangana State Government
Hyderabad, India  |  Apr 2019 - Apr 2021
Diagnosed and resolved DHCP, DNS, and AD authentication issues including misconfigured zones, stale records, and replication failures, preventing domain-access outages.
Supported server/workstation hardware, Windows Server and Linux OS deployments, and site infrastructure build activities including structured cabling, rack installation, and compute resource provisioning.
Assisted VMware/Hyper-V/KVM virtual machine provisioning, snapshot management, and vSphere troubleshooting; managed NAS shares and HPE Storage/Dell EMC backup destinations ensuring data availability.
Provided L1/L2 service desk support for desktops, laptops, Mac, printers, and peripherals; performed remote installations, patch deployments, and OS rollbacks via VNC, AnyDesk, and RDP.
Participated in POS hardware setup, imaging, and troubleshooting during client store build-outs - installed POS terminals, receipt printers, barcode scanners, and EDC devices; diagnosed and resolved post-installation POS faults to restore store operations.

Side Consulting Providing freelance IT consulting for 4 corporate clients (Elegant-N, Ghusnsa, Alzab, CLB-SA) – managing domain registration, DNS routing, SSL certificates, email servers, and AI-assisted web development etc.

CERTIFICATIONS
Cisco Certified Network Associate (CCNA)
Diploma in Computer Applications (DCA)
EDUCATION
Bachelor of Commerce (B.Com) - Business Administration & Management
Sri Venkateswara University, India  |  2019
Diploma in Computer Applications (DCA)
